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HNupopmanuoHHbIe MaTEPHAJIbI
10 NPO(PMUIAKTHKE NPECTYIVIEHHH, COBEPLICHHBIX C
HUCI0JIb30BAHMEMUH(POPMALMOHHO-TEJIEKOMMYHHUKALMOHHBIX
TeXHOJIOIr i

K Hambosnee pacnpoCTpaHEHHBIM BHJIAaM JIWCTAHIIMOHHBIX MOIIICHHUYCCTB,
coBepiieHHBIX Ha Tepputopun T. Caskt-IlerepOypra m JleHuHrpaackoir obnacTw,
OTHOCSITCSL:

- «pumuHTY — BUA AWCTAHIIMOHHOTO MOIICHHUYECTBA, MPHU COBEPIICHUU
KOTOPOTO 3JIOYMBINUICHHUKH (B XOJ€ TEIe(QOHHOTO pasroBopa, IMOCPEICTBOM
HAIPABJICHUSI JJICKTPOHHOTO IMHMChMa WM CMC-COOOIICHHS) TOJIy4aloT JINIHBIE
KOH(UCHIMAILHBIC JaHHbIC 0 0aHKOBCKOW KapTe, HOMEpE CYeTa, JIOTHMHBI M MapOJIH
JUIS BXOJla B HWHTEPHET-0aHK, a TaKkKe TMapoid OCe30MacHOCTH, IMO3BOJIIONINE
MPOU3BECTH CIMCAHUE HAXOMAIIUXCS Ha OaHKOBCKOW KapTe JCHEKHBIX CpPEJICTB.
XKeprBamu yka3zaHHOTO BHJa MOIIICHHHUYECTBA 3a4acTyIO0 CTAHOBSTCS HE3AIIUIICHHEIC,
MaJIOOOpa30BaHHBIE, JOBEPYMBBIC CJOW HAceleHUs. [IpencTaBisissch 3a4acTyro
COTPYIHUKAMU KPEAUTHBIX OpTaHW3alWi, TPECTYIMHUKHA BBOAAT B 3a0iIyKIeHHE
rpaXkJlaH OTHOCHUTEJIBHO COBEPIIIACMBIX HECAHKIIMOHUPOBAHHBIX CIHUCAHHMH JICHEKHBIX
CPEICTB, OCYIICCTBIIIEMBIX TIOKyINKax W T.II., TIOCIE Yero TMPOCAT Ha3BaTh
KOH(QUICHIMAIBHBIC CBEACHHS C IEJIbI0 MPECCUYCHUS BO3MOXKHOTO COBEpPIICHUS
npecTyruieHus. ['paxkaane, MoBepss MOJNydeHHOW wuH(opmammu, kejas 00e301acHuTh
CBOH JICHEXHBIE CPEJICTBA OT MPECTYITHBIX MOCITATEIIECTB, COOOMIAIOT 3aNpallIiBACMYFO
WH(POPMAIINIO, B PE3YJIbTaTe YEro 3JIOYMBIIICHHUKN MMOXHINAIOT MPUHAIJICKAITUE UM
JICHEHBIE CPEJICTBA.

- «papMuHT» - TMPOIEAYpa CKPHITOTO HaIpaBieHUs Ha JOXHBIM [P-aapec, To
CCTh HampaBJCHHE TOJb30BATe)II HAa (DUKTUBHBIA  BeO-calT, dalie  BCEro
MCIIOJIB3YEeMBIi JUIsI TIPUOOPETEHHsI TOBapOB M ycayr (ozon.ru, avito.ru, aliexpress.ru,
joom, biglion, kynunarop, Kaccup.py, OUICTEp, CAUTHI MO MPOJaXKe OMIICTOB HA /I |
aBHATPAHCIIOPT U Jp.);

- «IIBOWHAs TpaH3aKius» (MPH OIUIATe TOBAPOB M YCIYr MPOAABEIl
coobmraer 00 omwuOKe, MpeyaraeT MOBTOPUTH OMNEpaIfio, a B JajdbHEHIIeM




JICHEXHBIE CPEJICTBA CIIMCHIBAKOTCS ABAXKIBI 110 KaXIOW U3 IPOBEJACHHBIX OICPAIHii)
- «TpanmuHr (MAHHITYJISIIAA C KapTPUACPOM OAHKOMATOB, TO3BOJISIONINE
au00 HE BO3BpallaTh KapTy Biajeiblly, JUOO CIHMCHIBATh BCE JAHHBIC KapThl IS
JTAJTBHEHIIICTO X MCIIOIh30BaHHUS).

1. OcHOBHBIE CXeMBbI TeJ1e()OHHOTO MOIIEHHUYECTBA:

1. OOwmaHn o TenedoHy.

3BOHOK COTpYJIHMKA OaHKa - KOTJa HEH3BECTHBIA IMPEICTABIISACTCS COTPYIHHUKOM

CITy)0bI 0€30MaCHOCTH KaKoro-Tm0o 0aHka U coodmIaer, uto ¢ Bamero

OAHKOBCKOI'0 CYETa MPOUCXOAT ONEpalU 10 HECAHKIIMOHUPOBAHHOMY CIIMCAHUIO
JICHE)KHBIX CpPEICTB, W B LENAX OE30MacHOCTH cyeTa IpeajaraeT MepeBecTH
cOepeKeHUsl Ha «pe3epBHBII WK «Oe3omacHblil» cueT. PacnpocTpaHeHsl ciydae
coobmenust mHopManuu o0 odopmieHun Ha Bac kpeauta M HEOOXOJIMMOCTH
IIPOMTH B TPWIOKEHUM OHJAMH-bDaHka MO ONpenenéHHOM CCBUIKE JJISL  €ro
aHHYJIMPOBAHUS (BBIOJIHUTH UHBIE HHCTPYKIUH).

3BOHOK COTPYAHHUKA TIPABOOXPAHUTCJIBHBIX OpPraHoB - KOIrJa HEU3BECTHBIN

IPEJICTABISIETCSl COTPYAHUKOM TMOJIMIMM, CJIE€l0BaTeleM U T.J. U COOOIIAeT, 4TO
MPOBOJIUTCA CHEoNepalrs MO0 MOMMKE MOIIEHHHKOB M JJIL 3TOr0 HE0OXOIUMO
NIEPEBECTU JCHBIM Ha «CIleUUalbHbIN» cueT. [Ipu 3ToM TpeOyeT He 3BOHUTH B OAHK,
TaK KaK COTPYJHUKH OaHKa 3a0/IHO C MOILIEHHUKaMHU.

Bai posicTBeHHUK, 1100 OJIM3KHIA YeT0BEK monan B Oey (HanpuMmep,MaluHON cOm

YyeloBeKa WIM OOBHUHSAETCS B COBEpIICHMHM NPECTYIUICHUs), U 3aJep’KaH
COTPYIHMKAaMHU TMOJUIUU, W HEHU3BECTHBI COOOHIAET, 4YTO [JIsi OCBOOOXKIACHUS
HEOOXOUMO TEpPEeBECTM Ha CYET JCHEXKHbIE CpPEeACTBAa JIMOO IJsl MPUMHPEHUS C
MOCTPAJaBIIMM, JMOO B KAauyeCTBE B3SATKM COTPYAHHMKAM MOJHULIMH. B0O3MOXHBI
BapHaHThI, P KOTOPBIX B Pa3roBOpE MOXKET MPHUHATH ydacTUE SIKOObI COTPYIHHK
MOJIULIMM, KOTOPBIM OYyZET NOATBEPKAATh CKa3aHHOE.

BAYKHO: D710 3BOHAT MOIIICHHUKH (HECMOTPS Ha TO, YTOONPEICTUBIIUINCS HA
TeneoHE HOMEpP MOXKET COOTBETCTBOBATH HOMeEpy TenedoHa OaHKa WU
MIPABOOXPAHUTENBHBIX OPraHoB, 3a4acTyi0 — MockoBckoro peruona (499, 495... u
T.1.), TaK KaK MPHU MOMOILIU CIEHHAIbHBIX YCTPONCTB MOIIEHHUKH MEHSIOT HOMEPA
Ha a0COJIIOTHO JIF000M HOMEp — TaK Ha3blBaeMbl€ MOJMEHHBIE HOMEpPA), COTPYIHUKU
0aHKOB HUKOI/Ia HE 3BOHST CBOMM KJIMEHTaM, U TeM 0oJiee, HUKOT/Ia HE TpeOyroT
NIEPEBOIUTh C JIMYHOIO cuyera JeHbru. llperncraBurenn paBOOXpaHUTEIBHBIX
OpraHoB MOTYT 3BOHUTH TOJBKO JJISI BbI30Ba B MOMEUICHUS MPABOOXPAHUTEIbHBIX
OPraHOB C IEJNbI0 TMOJY4YEHHUs] OOBSICHEHHM, HCTpPeOOBaHUS JOKYMEHTOB IIO
HaxXOJIAIIMMCS B POU3BOJICTBE YTOJIOBHBIM JI€JIaM U MaTepuaiaM MpoBEPOK.

[Ipu mocTymiieHuu Takoro 3BOHKa HEOOXOJMMO MpepBaTh Pa3roBOpP U MEPE3BOHUTH




TOMY, O KOM HJIET pedb, JIMOO B YKa3aHHBIN IOCYIapCTBEHHBIN OpraH WIMKPEIUTHYIO
OpraHU3aIMIo AJIsl IeperpoOBEePKU MH(GOPMAIIUH.

2. O0MaH npu nokynke (IMpojaake) TOBApa HA HHTEPHET calTax.

[Ipenommara 3a HECVIIECTBVIONIMM TOBAp - HOOHAETCsI OOBJABICHHUE Ha

BOCTPEOOBAaHHBI TOBap C IIPUBJICKATEIBLHON I1IEHOM (HM)KE PBIHOYHOM) C
MpWIOKEHUEM HeHacTosimux  ¢otorpaduit. B  xome oOmeHus «mIpojaBern
YKJIOHSIETCSl OT BCTPEYM BBUJY JKUTEHCKUX MPUYMH (HET BPEMEHM, 3aHATOCTh
Ha paboTe, YyHAJEHHOCTh pACIOJOXKEHHUS) U TMpejaraeT OIUIATUTH TOBap
OC3HaJIMYHBIM IUIATEKOM C TapaHTUPOBAHHOW MOCHEAYIONMIEH JOCTaBKOM uepes
Kypbepa, HO MOCIIE MOMYYEHUS JECHET, MPOJIAaBEL- MOIICHHUK MEPECTAET BBIXOAUTH HA
CBSI3b.

Omiara MyJasbka MO NOYTE HAIOKEHHBIM IJIATEKOM - 3J0YMBIIUICHHUK

IIBITAIOTCSL BHAYaje 3aIl0JIyYUTh IIPEAOIUIATY HAa JOBEPUM, €CIU HE I0IYy4aercs, TO
IIpEeIararoT MOJYyYNUTh 3aKa3 Ha II0YTE, a IIOTOM pacIUIaTUTBCA. 1O €CTh Ha IOYTe
Iepes BbIAAYEH 3aKa3a BO3bMYT JIEHBIM B pa3Mepe €ro CTOMMOCTH, a IOKYyIaTesb
BCKPBIB YIIAKOBKY, BUIUT NOAJIEIIKY U MYJISIK.

[lokynaTtens crpammBaeT HoMmep Kaptel U kon u3 CMC - no Bamewmy

OOBSBIICHUIO O TMpOJAXKE TOBapa B HMHTEpHETe BaM MO3BOHWI NOKyHarelb W
MOTPOCUIT COOOIIUTh PEKBU3UTHI OAHKOBCKOW KapThl (IIPEABAPUTEILHO BBISICHUB
HOMep TenedoHa K KOTOpOMY TMpHUBs3aHA KapTa) U CMC-KOJI, YTOOBI TNEPEBECTU
JEHbIM, SKOOBI 3TO HYXXKHO Mg OaHKOBCKOro IiepeBoja. Ha camom neme 370
MOIIEHHUK, KOTOPBIM MBITAETCS BOUTH B JTUYHBIA KaOWHET OHJIAH-0aHKA U CIUCATh
BCE JIeHbI'M ¢ Bamero cuera.

BAXHO: OmnnauuBaiiTe TOBap TOJBKO IOCJE €ro MOJYYEHUS W TPOBEPKU U HE
OTMpaBIAWTE JCHBIM B KadecTBe 3ajora (3amaTtka). [ns mepeBoja JIEHEKHBIX
CPEACTB I0CTaTOYHO HOMepa TesedoHa U APYroul JOMOJIHUTEIbHOU HHPOpMALINKU HE
TpedyeTcs.

3. TenedoHHbIE BUPYCHI.

OdeHb YacTO HCHOJB3YETCAs (QOopMa MOIIEHHUYECTBA C MCIOJIb30BAHUEM
tenedoHHBIX BUpycoB. Ha Tenedon aboHEeHTa MPUXOAUT COOOIIECHUE CIICTYIONIETO
Buaa: «Bam npunio MMS-coobmienue. [ moaydeHus: MpoUIuTe MO CCBUIKE...).
[Ipu mepexome mO yKazaHHOMY ajapecy Ha TeiaedOH CKAuMBaeTCsl BUPYC W
MPOUCXOJIUT CIMCAaHUE JEHEKHBIX CPEJICTB C BAIIIETro CcueTa.

Jpyroif B MOIIIEHHUYECTBA BBITVISIUT Tak. [Ipu 3akaze kakow-ambo yCiIyru




yepe3 AKoObl MOOMJIBHOTO OIepaTropa Wik NpU CKauYMBaHUM MOOMIJIBHOTO KOHTEHTA
aOOHEHTY MNPUXOIUT TMpeaynpexaeHue Buma: «Bbl cobupaerech OTHpaBUTH
cooOlIeHne Ha KOPOTKUH HOMEp ..., U TOATBEPKICHHS OIEpaluy, OTIpPaBbTE
coobmenue ¢ mudpoit 1, g otmenst ¢ mudpoit 0». [Ipu oTnpaBke NOATBEPKACHUS,
co cuera aOOHEHTa CHHCHIBAIOTCS JEHEKHBIE CpelCcTBA. MOIIEHHUKH HCIIOJIB3YIOT
CHeIHabHBIE TPOTPaMMBbl, KOTOpbIE TO3BOJISIIOT AaBTOMAaTHYECKH T€HEPHUPOBATH
TBICAYM Takux coobmeHuit. Cpasy mocie nepeBona JeHer Ha (abIIuBbIiA CYET OHU
CHUMAIOTCS ¢ TenedoHa.

BAYKHO: He cienyer 3BOHUTH IO HOMEPY, C KOTOPOTO OTIpaBieH SMS — BHoJiHe
BO3MOXHO, YTO B 3TOM ciy4yae ¢ Bamero tenedona OyneT aBTOMaTUYECKU CHSTa
KpYITHasi CyMMa U IEPEXOJIUTh IO COMHUTEIIbHBIM CCBHLIKaM.

4. OmmoO0YHbBIH NMepeBo/I CPEICTB.

AOGonenTy noctynaer SMS-coob1enre 0 MoCTyIJICHHH CPEJICTB Ha €ro CYET,
MEPEBEICHHBIX C MOMOIIBIO yciayru «MoOwibHBIM TiepeBo». Cpa3y mociie 3Toro
MOCTYIAET 3BOHOK U MY>KUMHA (MJIM JKEHIIMHA) COOOIIAET, YTO OIIMOOYHO TEPEeBE
JIEHbI'YM Ha €rO CYeT, MPU 3TOM MPOCUT BEPHYTh UX OOpATHO TeM ke «MOoOMIbHBIM
nepeBojioM». B neMCTBUTENBHOCTU JAEHBI'M HE MOCTYIAIOT Ha TeiaedOH, a YeIOBEK
MEePEBOJIUT CBOM COOCTBEHHBIE cpecTBa. Eciiu MO3BOHUTH MO YKa3aHHOMY HOMeEpY,
OH MOXET OBITh BHE 30HBI JOCTyMa. KpoMme TOro, CymiecTBYIOT Takue HOMepa, MpHu
OCYUIECTBJIEHUH BbI30Ba HA KOTOpHKIE C TeaedhoHa CHUMAIOTCS BCE CPEICTBA.
BAXHO: Ecnau Bac npocsaT nepeBecT sIKOObI OIMIMOOYHO TMEPEBEICHHYI0 CyMMY,
HalOMHUTE, YTO JJIS 3TOTO HUCHOJb3yeTcss dyek. OTroBopka, UYTO «4YE€K IMOTEPSHY,

CKOpee BCETo, CBUJICTEIILCTBYET O TOM, 4TO ¢ Bamu 0011aeTcss MOIIICHHUK.

MOIIEHHUYECTBA C BAHKOBCKHUMHW KAPTAMMA

bankoBCKas kapTa — 3TO HHCTPYMEHT ISl COBEPIIEHUS TIJIATEXKEN U JOCTYIIA K
HAJIMYHBIM CPE/ICTBAM Ha cuére, He TPeOyIOIIHii 1715 3TOTro npucyTcTBUs B 6anke. Ho
MPOCTOTa HMCIOJIb30BaHUS OaHKOBCKUX KapT OCTaBIsI€T MHOXECTBO JIa3eeK [
MOILIEHHHKOB.

IIpy 1poBeneHuH omnepalMii C KapTOM IMOJB3YWTECH TOJBKO TEMH
OaHKOMaTaMH, KOTOPBIE PACIOJOXKEHBI B OE€30MAaCHBIX MeCTax U OO0OpPYIOBaHBI
CUCTEMOI BHJICOHAONIONACHUS W OXPaHOH: B TOCYAAPCTBEHHBIX YUPEKIACHUSIX,
0aHKax, KPYMHBIX TOPrOBBIX LEHTPAX U T.1.

CoBepias onepalyu ¢ MIaCTUKOBOM KapToil, cienuTe, 4ToObl PAIOM HE ObLIO
noctopoHHux Jonaei. Habupas [IMH-kon, mnpukpeiBaiiTe KiIaBHATYpy pPYKOM.




PexBu3uThl 1 nm0bast mpoyasi ©HQOpMaIUs O TOM, CKOJbKO CpeACTB Bbl cHsuu u
Kakue 1Pl BBOAWIN B OAHKOMAT, MOTYT OBITh UCTIOJIb30BaHbI MOIIICHHIUKAMM.
OOpaiaiiTe BHUMaHUE Ha KapTONPUEMHUK M KjaBuaTypy OaHkomara. Eciu
OHM OOOpY/IOBaHBI KAKUMH-IMOO JOMOJHUTEIBHBIMU YCTPOWCTBAMU, TO OT
UCIIOJIb30BAHUS IaHHOTO OaHKOMaTa Jydllle BO3JEPKAThCS U COOOIIUTH O CBOHUX
MOJIO3PEHUSIX M0 YKa3aHHOMY Ha HeM TeledoHy.
B cnyuae HexkoppekTHON paOOThl OaHKOMAaTa — €CJIM OH JIOJITO€ BpEMsi HAXOJIUTCS B
pEXKUME OKUJIAaHUS WM CaMOIIPOM3BOJIBHO Mepe3arpyKaercs —

OTKaXHUTCCh OT €ro MHCIOJb30BaHusA. Benuka BCPOATHOCTL TOI'0, YTO
OHIICPCIIPOrpaMMHPOBAaH 3JIOYMBINIJICHHUKAMMU.

Kak o0e3omacurhb ce0s1 0T MOIIEHHUKOB:

1. IlpoBepsiiTe uHpOpMaLNIO, MOJYYEHHYIO B XOJ€ TeIe(OHHOro pa3roBopa u
WHTEPHET MEPENUCKA C HEU3BECTHBIMH (OHHM MOTYT MPEACTABISATHCSA COTPYAHHKAMHU
MIPaBOOXPAHUTEIIbHBIX OPTaHOB, MIPEACTABUTEISIMI KPEIUTHBIX OpraHu3aIluil).

2. YcraHoBuTh Ha TenedoH (KOMIBIOTEP) COBPEMEHHOE JIMIICH3WPOBAHHOE
aHTUBUPYCHOE IPOrpaMMHOE 0OecTIeYeHHE.

3. He ycranaBnuBaiiTe W He coOXpaHsAdTe O0€3 TMpeABapUTENBHON MPOBEPKU
AHTUBUPYCHOU MpOrpaMMoi (ailsibl, MOJydYeHHbIE W3 HEHAJECKHBIX HCTOYHUKOB:
CKayaHHbIE C HEW3BECTHBIX CANTOB, MpHCIAHHBIE MO OSJIEKTPOHHOW TMOYTe
(momo3puTeNbHBIC (DAMITBI JIy4Ille Cpa3y YIAISTh).

4. MHcnonw3yiTe maposu, He CBsi3aHHbIE ¢ Bammmu nepcoHaibHBIMUA TAHHBIMHU.

5. Hwu mpu xakux o0CTOATENHCTBAX HE COOOIANWTE PEKBU3UTHI CBOMX OAHKOBCKHUX
CYETOB(KapT), MapoJH U IPYTy0 MEPCOHATBLHYIO HH(OpMaIuio.

6. IlocTaBbTe TUMHUT Ha CyMMY CIIMCAHHUU UK TIEPEBOJIa B TUYHOM KaOUHETe OaHKa.
7. Tlo BceM BO3HHUKAIOIIMM BOMpocaM oOpamiathcs B OaHK, BBIIABIINNA KapTy.

8. He BBIMOMHAT, HUKAKUX CPOYHBIX 3aMPOCOB K JACHCTBUIO, B TOM YHCJE TIO
YCTAaHOBKEKAKHUX OBl TO HU OBLIO TTPHUIIOKECHHIA.

9. He nepexoauTh HU MO KaKUM CChUIKaM, KOTOPbIE MPUXOAAT Ha e€-mail uin mo
SMS.

10. OO6pamate Ha Bce cooOmIeHUs OT OaHKa (HampuUMep, €CIM OHHU COAEpKaT
IrpaMMaTHYECKUE OLTUOKH).

11. He mepe3BaHMBATh IO HOMEPaM, KOTOpPbIC TPUXOAAT Ha e-mail niu mo SMS.
12. TlepemnpoBepsiiTe MOMJIMHHOCTH MHTEPHET-CAUTOB, HA KOTOPBIX OCYILECTBIISIETE
3aKa3ToBapa.




BbynbsTe 6nurensHeb!!




